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NIST Cloud Computlng Resources

e e

A NIST Draft Definition of Cloud Computing

A Presentation on Effective and Secure Use of Cloud
Computing

A http://csrc.nist.gov/groups/SNS/cloud-computing/index.html




Caveats and Disclaimers

A This presentation provides education on
cloud technology and its benefits to set up a
discussion of cloud security

Altis NOT intended to provide official NIST
guidance and NIST does not make policy

A Any mention of a vendor or product is NOT
an endorsement or recommendation ;

Citation Note: All sources for the material in this presentation are included within
t he Power point Anoteso field on each 45




A Part 1: Effective and Secure Use
I Understanding Cloud Computing
I Cloud Computing Security
I Secure Cloud Migration Paths
[
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" Cloud Publications
" Cloud Computing and Standards

A Part 2: Cloud Resources, Case Studies, and Security
Models
I Thoughts on Cloud Computing
I Foundational Elements of Cloud Computing
I Cloud Computing Case Studies and Security Models
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Understanding Cloud Computing




gl n of the term

AComes from the early “da)
drew the network as a <cl
t he messages went é t hiekeunl
Marks, Google

A First cloud around networking (TCP/IP abstraction)

A Second cloud around documents (WWW data
abstraction)

A The emerging cloud abstracts infrastructure
complexities of servers, applications, data, and
heterogeneous platforms

' AmMucko as Amazonodos CEO Jef
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A Working Definition of Cloud Computing

A Cloud computing is a model for enabling .
convenient, on-demand network access to a
shared pool of configurable computing
resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly
provisioned and released with minimal
management effort or service provider
Interaction.

A This cloud model promotes availability and is composed
of five essential characteristics, three service models,
and four deployment models.
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5 Essentlal Cloud Characterlstlcs
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A On-demand self-service
A Broad network access

A Resource pooling
I Location independence

A Rapid elasticity
A Measured service
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3 Cloud Service Models

-

A Cloud Software as a Service (SaaS) \J
I Use provideros applicati ons

A Cloud Platform as a Service (PaaS)

I Deploy customer-created applications to a cloud

A Cloud Infrastructure as a Service (laaS)

I Rent processing, storage, network capacity, and other
fundamental computing resources

ATo be considered ficloudbo
top of cloud infrastructure that has the key
characteristics



Service Model Architectures

Cloud Infrastructure |

SaaS

Cloud Infrastructure

PaaS
SaaS

‘ Cloud Infrastructure |

laaS
PaaS
SaaS

Software as a Service }
= |

(SaaS)
Architectures

Cloud Infrastructure

PaaS

Cloud Infrastructure
laaS

PaaS

Platform as a Service (PaaS)
Architectures

Cloud Infrastructure
laaS

Infrastructure as a Service (laaS)
Architectures
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4 Cloud Deployment I\/Iodels

R Private cloud B
| enterprise owned or leased

A Community cloud
I shared infrastructure for specific community

A Public cloud
I Sold to the public, mega-scale infrastructure

A Hybrid cloud

I composition of two or more clouds

NIST ;
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I Massive scale

I Homogeneity

I Virtualization

I Resilient computing

I Low cost software

I Geographic distribution

I Service orientation

I Advanced security technologies

NIST

' Ioud computlng often Ieverages
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The NIST Cloud Definition Framework

Hybrid Clouds T — ‘

” Deployment _ <
Models Private Community Public Cloud

Service Software as a Platform as a Infrastructure as a
Models Service (SaaS) Service (PaaS) Service (laaS)

On Demand Self-Service

Essential

. Broad Network Access Rapid Elasticity
Characteristics
Resource Pooling Measured Service
Massive Scale Resilient Computing
Common Homogeneity Geographic Distribution
Characteristics Virtualization Service Orientation

NISI- Low Cost Software Advanced Security



Cloud Computing Security
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Security Is the Major Issue
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